[IpaBOOXpaHUTEIHLHBIMU OPraHAMU BCE Yallle PErUCTPUPYIOTCS (DAKTHI COBEPILICHUS
XUIIEHUN JICHEXKHBIX CPEJICTB C JIMIEBBIX CYETOB TpaxAaH C UCIOJIb30BaHUEM
COBPEMEHHBIX HMH(POPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX TeXHOJoruu. IloTepneBmumu
CTAHOBATCSI JKUTEJIM PErMOHA Pa3JIMYHbIX BO3PAcTHRIX Trpymm. IlpecTynHuku mnpu
COBEPIIEHNN XHUIEHUU TIOCTOSHHO COBEPIICHCTBYIOTCS, MPUIYMBIBasi HOBBIE CIIOCOOBI,
MIPU 3TOM aKTUBHO UCTOJIB3YIOT MHTEpHET-peCcypChl, TOPTOBbIC TUIOIIAIKH, BO3MOXHOCTHU
muppoBoit Temedonun. UToOBI HE TOMACTh HA YJIOBKA MOIICHHUKOB HEOOXOIUMO
KaXXJIOMY 3HaTh, KAKUM 00pPa30M COBEPIIAIOTCS MPECTYIICHUS M YTO HU B KOEM CJIy4yae He
ctout aenatb. Kak cebs BecTu eciiu BaM MO3BOHWII HEU3BECTHBIM M, MPEICTABUBIIKCH
COTPYTHUKOM KPEIUTHO-(UHAHCOBOTO YUPEXKICHHUS, TPEOYET MepCOHANIbHbIE TaHHbIC

Bameii 6ankoBckoit kaptel? Kak o0Oe3omacuth ceOsi MpuU COBEPIICHUH MOKYIOK
1100 mpojax ToBapa uepe3 HTepHer?

Ha cerogusamuaunii geHb HamboJiee 4YacTO BCTPEUAIOTCS CJICAYIOMIME CIIOCOOBI
COBEPIICHUS TUCTAHIIMOHHBIX XUIICHUMN:

1. XumieHue COBEPIIEHO € WCIoib30BaHueM cpeactB [P-teneponnn u TenedoHOB
COTOBBIX OIIEPATOPOB TOJ TMPEMAJIOrOM MPEAOTBpAIEHNUsS HECAHKIIMOHUPOBAHHOTO
CIUCaHUs JCHEKHBIX CPENICTB, 0DOPMIICHUS KpPeInuTa, OJOKMPOBKU OAHKOBCKOW KapTHI,
COXPAHEHHUSI JCHEKHBIX CPEJICTB HA «PE3EPBHOM» CUETE.

[IpecTynmHUK BBOJIUT >KEPTBY B 3a0/1yKJI€HHE C TTIOMOIIIbIO METOJIOB TaK Ha3bIBAEMOi
«COLMAJIBHOW WHXXCHEPHW», IOoydas PEKBU3UTHI OAHKOBCKOM KapThl W OJIHOPA30BBIC
koael B CMC, co3nmaHHble IsI WASHTHU(UKAIMK JIMIIA B CHUCTEME JIUCTaHIMOHHOTO
OaHKOBCKOTO OOCIYy)XMBaHUWsS, KaKk BIaAeNblla, JUOO 3acTaBISIET IOTEPIICBIIETO
YCTAaHOBUTH TIporpaMmbl yaain€HHoro nocryna «TeamOViewer» wmm «AnyDesk»,
pacropsikKaeTcs UMEIOIMMHUCS Ha JIUIIEBOM CUETE JICHE)KHBIMU CPEJCTBAMU, KaK MPAaBUIIO
MEepEeBOJsl X HAa MOJAKOHTPOJIbHBIE CUETA, UCIOJIb3Ysl Pa3IMYHbIC IUIATEKHBIE CEPBUCHI,
AIIEKTPOHHBIE KOIIEIbKA U HOMEpa Tele(OHOB OMepaTopoB COTOBOM CBSI3H.

B nannom ciydae HE0OXOAMMO HEMEIJIEHHO MPEKPaTUTh Pa3roBOpP, MO3BOHUTH 110
HOMEPY «ropsiuell JTUHUK» OaHKOBCKOTO YUpEXJCHHs, B KOTOopoM odopmieHa Barma
OaHKOBCKasi KapTa, JUOO JUYHO MOCETUTh O(puC OaHKA U MOUHTEPECOBATHCS IO MOBOY
COMHUTEJIBHBIX EPEBOJIOB.

3anomuuTe! CoTpyIHUKHM 0aHKAa HUKOIJA 1O Tejie()OHy He OyayT cnpaliuBaTh
NnepcoHa/IbHbIE JaHHbIe 0AHKOBCKHUX KapT, TeM 0oJsiee koa u3 CMC. He cymecTByeT
TAKOr0 BHJA COXPAaHEHUsI CPe/CTB, KAK BHeCeHHEe HAJMYHOCTH Yepe3 TePMHHAJ HA
«pe3epBHBIN» CYET U000 mepeBoJ Ha aOoHeHTCkHii Homep. Hu B koeM ciyuyae He
nepeaaBaiTe NepcoHaIbHbIE JaHHbIE CBOEH 0AHKOBCKOI KapThl, He YCTAHABJIUBAaMTE
B CBOeM cMapTdoHe JH00 KOMIbIOTEpe KaKue-JIU00 NpPorpaMMbl MO Npochbie
HEU3BECTHOIO JINIIA.

2. XWIIeHUEe COBEPIICHO IMOCPEICTBOM TeleOHHOIO 3BOHKA I10J] BUJIOM IOKYIaTess
nubo0 MpojaBlia MO pa3MENIEHHOMY OOBSBJICHUIO Ha TOPrOBBIX IJIONIAJKAaX CaWTOB
«AButoy, «tOma» u 1.1. [IpecTynmHUK BBOIUT JKEPTBY B 3a0yXKAeHUE, MOSICHSSA, YTO B
CBSI3U C HaxOXkAeHuEeM 3a npeaenamu OpeHOyprckoit 00aacTu, TUYHO MepeIaTh AeHbIU
HE MOXET M MpeajiaraeT OCYLIECTBUTh CHEIKY AMCTAaHUMOHHO. J[yia 3Toro, kak
IpaBUjIo, JIMIA TEPEeXOAAT IS OOIIEeHUs B MecceHkephl, damie «WhatsApp»,
JIOTOBApHWBAIOTCS O TOJYYCHHWH (OTIPaBKE) TOBapa C TMOMOIIBIO CIYKO JOCTaBKU
(Avito-mocraBka, CDEK, Boxberry u T.1.), NpeCcTYMHUKHA CKHUIBIBAIOT HHTEPHET-



CChUIKY Ha (UIIMHTOBBIC (TOAJENIbHBIC) CAWThI, TJ€ >KEpPTBA BHOCUT PEKBHU3UTHI
OaHKOBCKOMW KapTHI.
3anomuute! Topropble IVIOMIAAKH OCHAIIEHbI CHCTEMOW 3alIMTHI OT

COMHHUTEJbHBIX ONepanuii Mo mepeBOAY CPeACTB, MO3BOJAKOIIEH O0JOKMPOBATH

pa3jM4YHbIe CCHUIKH, MO3TOMY eciu Bac mokymaresb/mpoaaBeny MPOCUT MepedTH K

O0LIIEHUI0 B MeCCeH/I’Kepe U KUIaeT CChLIKY, TO 3TO NePBbIil TPEBOKHbIN CUTHAJ K

TOMYy, 4T0 Bac xorar o00MaHyTb. 3a4acTyl0 CCBLIKH, OTIpaBJjseMble

NPeCTYNIHUKAMM, 10 HA3BAHMIO MOIYT ObITh CXO0KHM € HA3BAHMSMM Pa3JIUYHBIX

KOMIIAHMH M0 J0CTABKAM TOBapa, Aa)Ke ¢ Ha3BaHUAMHU CAMHMX TOProBbIX ILNIOIIANAOK.

He nepexoaure no cChbliIKaM, OTHPABJICHHBIM HEM3BECTHBIMU JTHLAMM.

3. XwuIieHue COBEPIICHO TMOCPEACTBOM Tele(OHHOr0 3BOHKA IO MPEAJIOroM BbBIJIAYU
KpenuToB (3aliMoB). B 1maHHON cHUTyallud, 10 COBEPIICHUA MPECTYILICHHUS,
MOTEPIEBIINKA CAMOCTOSITEJIbHO HAXOAUT TIPEJIOKEHUSI B HMHTEPHET Cpele O
MPEAOCTABICHUN KpeauTa, Nepeiass Ha «QUIIMHTOBBIA» CaWT, OCTaBJISIET CBOU
KOHTAKThl. 3JIOYMBIIIUICHHUK, TIO0JI BHJIOM pPAaOOTHUKA KPEIUTHOTO YUPEKICHHUS,
CBSI3BIBAETCS C KEPTBOW, BHIMAHMWBAET PEKBU3UTHI KAPThl MOJ MPEIJIOrOM OIUIATHI
KOMHCCUU U PACHOPSIKAETCS JIEHbIaMU 4Yepe3 MOJKOHTPOJIbHbIE OaHKOBCKHE CUETa.
B nmanHOM ciiygae Hajgo 3HATh, YTO B IEPErOBOPHI MO TeaedOHYy IO TOBOMY
JIOCTaBKH KPEAUTHBIX JEHEKHBIX CPEACTB M 3apaHee OIUlauMBasi yCIYTH Kypbepa,
CyMMYy 3a CTpaxOBaHHE M OTKpBITHE cu€ra, 0e3 JOKYMEHTaJIbHOTO IMOATBEPKICHUSA,
Bbl puckyere ocratbesa 6e3 aeHer. Camblii HaIEKHBIN CIIOCOO MOJTYyYEHUs KpeauTa —
ATO JINYHOE MOocenIeHrne OaHKa.

4, XuIieHue COBEPIICHO C MCIIOIh30BaHUEM «(HIIMHTOBBIX CaWTOBY» B ceTu MHTepHeT.
Kak mpaBuno 3T0 «IBOMHHKH» CaMTOB MpOJaX aBHAOWIETOB, CAaMTOB HMHTEPHET-
Mara3uHoOB OBITOBOW TEXHUKH, OJJICKTPOOOOPYNOBAHUS U AJIEKTPOUHCTPYMEHTOB.
PaznuyaThcs Takue calThl OT HACTOSIIMX MOTYT B OAHY OyKBYy wid uudpy.
JIOMEHBI TakKMX CalTOB OOBIYHO 3apPETUCTPUPOBAHBI 3a TpenenamMu Poccuifckoit
®denepanuu. HeoOxoguMo TIOMHUTh W 3HATh, 4YTO CaMbli HaIEKHBIM  CIIOCO0
npuoOpeTeHus: OUJIETOB — ATO Kacca aj’poropra, >KeJIe3HOAOPOKHOTO TPaHCIOpTA.
Ecnu sxe Bbl pemmmm Kynuth OuieT B cetn MHTEpHET, TO HEOOXOUMO BHUMATEIBLHO
M3YYUTh CAUT, TOYUTATh OT3BIBHI.

5. XulleHUue COBEPIIEHO C HCHOJb30BAaHUEM CETH VHTEpHET B COIMAIBHBIX CETSX
(«Onnokmaccuukmn», «BKonrtakTe», «MHCTarpamMm»), B TOM 4YHCJIE TYyTEM B3jJ0Ma
cTpaHull. B 3Toil cuTyarmu mpociiexxnuBaercss 3aKOHOMEPHOCTh: B «OJTHOKIIACCHUKAX)
KEPTBAMHU CTAHOBSITCA JIMLA IIOXKWJIOrNO BO3PacTa, MPEMJIOrOM SBJISETCS MHUMAs
BbIIJIaTa Besikoro pojaa komnencanuit (HJIAC, nommarel K MNEHCUHM W T.OL).
Bo «BkoOHTaKkTe» 3710yMBINUIEHHUKOM B3JIAMBIBAETCSI CTPAHULIA CBA3EH MOTEPIEBIIETO
U OT UX UMEHH, NMYTEM MEPENUCKHU, 3alpallvBarOTCs JICHEXKHBIE CPEICTBA B JOJIT, C
YKa3aHUEM PEKBU3UTOB OaHKOBCKOW KapThl. B commansHOlt cetn «HCcTarpamMmmy»
pacpOCTPAHEHbl TaK HA3bIBAEMbIE HMHTEPHET-CTPAHUIIBI IMPOJAXK BEIIECH, TIE IO
BUJIOM CJEJIKHA TPECTYMHUKHU 3aBJaJ€BAIOT PEKBU3UTAMH OAHKOBCKMX KapT JHOO
BBIHY)KJIAIOT BHECTH TPEIOIUIATY 32 TOBAP M HE HCIIONHSIOT CBOUX OOS3aTEIIbCTB.
Ecnu Bam 3HakoMmblii B COIIMAJIBHON CETH TPOCUT JACHBI'U B JOJT, HEOOXOIUMO
CBSI3aThCSA C HUM MO TenedoHy, Tub0 yOemuThbcs B XOJ€ TMEpPEnucKd, 4ro ¢ Bamu



oOIlaeTcsi UMEHHO OH, a HE MOIICHHUK, Y KOTOPOrO B IOJb30BAHUU HAXOJUTCS
B3JIOMaHHasl CTPAHUIIA 3HAKOMOTO.

6. XuIleHue COBEPIICHO TOCPEACTBOM TeJNe(POHHOTO 3BOHKA, IO MPEIJIOrOM
OCBOOOXKEHUS POJICTBEHHHUKA OT YTOJIOBHOW OTBETCTBEHHOCTH. [IpecTynmHUKH 3BOHSAT,
KaKk TpaBWIO, Ha JOMAalIHUE Tele(OHbl, MPEACTABISIOTCS  COTPYIHUKAMHU
MPaBOOXPAHUTENILHBIX OPraHOB, JIOBOJAT JIOXKHYIO UH(OpMamuio O TOM, YTO
POJICTBEHHHK cobecenHrka skoObl momnan B 0exay ([ATII, comn yenoBeka, n30mia KOro-
160 U T.1.). B m1aHHOM cllydae mpecTymHUKHU MPEAIaratoT peliuTh BOMPOC, IS Yero
TpebyeTcsi ompe/esieHHas: CyMMa JICHET, KOTOPYIO B TMOCJEAYIOIIEM 3a0UparoT yepe3
TaKCUCTOB, JIMOO TpeIaraloT 3a4UCIUTh JCHEXKHbIE CpeAcTBA Ha OaHKOBCKHUE
PEKBU3UTHL.

Byabre BHMMaTeabHbl! Ilpu mocTtynjieHun mogo00HbIX 3BOHKOB, HECMOTPSI HAa
YrOBOpbI MPECTYIHUKOB O TOM, 4YTO He CTOUT 3BOHUTb HUKOMY, HeMEIJIEHHO
CBSIZKHTECh ¢ POJACTBEHHHKOM, KOTOPbI nmonaJj B «0eay». B pa3roBope coxpaHsiiiTe
CIIOKOMCTBHE U He HA3bIBaliTe JaHHbIE POACTBEHHUKA, CKAKUTE HEU3BECTHOMY, UTO
Oyaerte no JaHHOMY (hakTy 00pamaTbcsl B NIPABOOXPAHUTEIbHbIE OPTaHbI.

7. XulieHue COBEPIIEHO IMOJ] BUAOM IPEAOCTABICHUS PA3IMYHBIX YCIYT, HAlpUMEp IO
opOpPMIICHUIO  JIOKYMEHTOB JUIsl  TPyJAOycTpoicTBa. JlaHHbIE  TpecTyIUICHUs
COBEPIIAIOTCS B PE3YyJIbTAaTe PA3MENICHUS HA MHTEPHET-CANTAX MO MPEAOCTABICHUIO
yCIyr OOBSBICHUM TIO CHEIUAIbHO 3aHWKEHHOW CTOMMOCTH. B pesynbrare
MOCJIEAYIONIEro obMaHa >KEPTBbI MOIICHHUKOB IEPEUUCISIOT 3aJaTOK JIMOO BCIO
CyMMY, HE MOJIy4as pe3yibTara.

3anomuute! Hu B KoeM cjiydyae He CTOUT NEPEYHUCIATH JIeHeKHbIe CPeCTBA, He
y0equBIIUCH B TOM, 4YTO HA CaMOM Jiejie CYHIeCTBYeT OPraHW3aluf, yCJIyramMmu
KoTopoi Bbl xoTMTe BOCHOJIb30BaThCcHA. IIpoBepbTe oOpraHMzanMi0 mnyTéM
MOHUTOPUHra cetH HWMHTepHeT, mNo4YMTaliTe OT3bIBbI, NONPOOYHTE CBA3ATHLCI C
NPEeJACTABUTEISIMA M TOUHTEPECYHTeCh, KAKMM BHJIOM /I€SITEJIbHOCTH 3aHUMAETCHA
OPraHu3alud U KaKue YCJIYI'M MPeaoCTABJIfACT.

8. XwimeHnu, COBEPIICHO ITOCPEICTBOM CeTH MHTEpHET Mo MpemioroM OKa3aHHUs
MACCAXKUPCKUX YCIAYr dYepe3 CepBUC (MPUIOKEHHE) IO TOUCKY TIOMYyTYUKOB
«BlaBlaCar». JlaHHble MNpecTyIUIEHHS COBEPIIAIOTCA B PE3YJbTAaTe pa3MeElCHUs
OOBsIBIICHUs dYepe3 mpuiiokeHwe. JIisi 9TOoro nmima, Kak TPaBWIO, TEPEXOMST s
obmenust B MecceHpkep « WhatsApp», riie B Xoje Mepernucky NpecTyMHUK CKUIbIBACT
CCBUIKY [IJIsl OIUIaThl JUOO OpOHUPOBAHHUA MOE3AKU, MPOIAsS MO KOTOPOH >KepTBa
BHOCHUT PEKBU3UTHI OAHKOBCKOW KapThl. HeoOXomumMo MOMHUTH M 3HATh, YTO CaMbId
HaJEXKHBIA CHOCO0 TEPEABIKEHUS — OTO TMEPEIBHMKEHHUE Ha TPaHCIOPTE, 10
KYIUICHHBIM OWJieTaM B KaccaxX a’pomlopTa, MKEJIE3HOMOPOKHOTO U aBTOBOK3aJaX.
Eciu xe Bbl pemmnayd BOCMHOJMB30BATHCS CEPBUCOM IO IOMCKY TOMYTYMKOB
«BlaBlaCar», To HeoOX0AMMO TIepeaBaTh JEHBIU 3a MOE3JIKY TOJbKO U3 PYK B PYKHU
IIpU BCTpeUe B aBTOMOOUJIC MJIU 10 MPUOBITHIO K MECTY Ha3HAUCHUS.

9. XumeHue, COBEpPIICHO TOCPEACTBOM ceTh HWHTepHer, nyTéM pa3MenieHus
uH(hOpMAITUU O TIPEIOCTABICHUU YCIYT J0ocyra. B maHHOW cHUTyaruu, 10 COBEPIICHUS
MPECTYIJICHUS, TOTEPIEBIINN CAMOCTOATEIBLHO HAXOAUT MPEIJIOKECHUS B MHTEPHET-
cpene O MPENOCTAaBIEHUH NaHHBIX yCIyT. KepTBa CBA3BIBAETCA C 3JI0YMBIIUIEHHUKOM
M0 YKa3aHHBIM a0OHEHTCKMM HOMEpaMm M TOJl MPEAJIOraMH OIIaThl YCIYT, CTPaXOBKH



MIEPEBOJIUT JICHE)KHBIC CPEJICTBA HA YKa3aHHBIE CUETa MTOCPEICTBOM MOOMILHOTO OaHKa
WM TEpMUHaIa oruiaTel. He CTOWT 1Monb30BaThCs MaHHBIMH BHJAAMU YCIYT, T.K.
OpraHu3alys JaHHOTO BUJA JICSITEILHOCTH 3alpelieHa Ha Tepputopun PO u Bieuer 3a
c000¥ aAMUHUCTPATUBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTb.

10.XwuimmeHne COBEPIICHO MOCPEACTBOM ceTH MHTEepHET IMoj IMpeaIoroM 3apadoTKa Mpu
«HTpe» Ha OMpIKE, MHBECTUPOBAHHS.

JlaHHbIE TPECTYIUICHUSI COBEPIIAIOTCS B pe3yjbTaTe IOWUCKA MMOTEPHEBIIUMU
JIOMOJIHUTEJIBHOTO MCTOYHMKA jaoxoda. Kak mpaBWiio, MOTEpHEBIIME OCTABJIAIOT B CETHU
WHTEPHET 3asBKY Ha PETrUCTPALMI0O M CIOYCTS HEKOTOPOE BpPEMs HUM II€pE€3BaHUBACT
3JIOYMBIIIJICHHUK, KOTOPBIM IpeiaraeT co3jaaTh JUYHBIM KaOWHET Ha IiaTdopMme OgHOM
u3 Oupxk JMOO TMEepPEeYUCIUTh JCHEXKHBIC CPEACTBA [IJII WHBECTUPOBAHMS, a TaKxkKe
yOeXKTaeT MOTEPIICBIIEI0 YCTAHOBUTD MPOTrpaMMBbl yaaaEéHHOTro joctymna «Team-Viewenr
win «AnyDesk» ¢ 1enpio okazaHUS «IIOMOIIW» W KOHTPOJS 3a JMYHBIM KaOWMHETOM
norepnepmiero. Ilocie dero >xeprBa I0J BIUSHUEM 3JIOYMBIIUICHHUKA CHCTEMaTHYECKHU
MEPEUUCIISIET JICHEXKHbIE CPEJACTBAa PAa3JWYHBIMM CyMMa Ha JIMIIEBOM CYET, KOTOPBIH
oToOpakaeTcs B JTUYHOM KaOmHeTe OHpKH JMOO0 Ha OaHKOBCKHE KapThl MOIICHHHKOB,
ayMas, 4YTO HWHBECTHUPYET JCHEXKHBIC CPEACTBA. 3JOYMBIINUICHHUK, B CBOIO OYEpPE/b,
3aKphIBAET JIOCTYN K JUYHOMY KaOWHETY W TOTEpIEBIIUM HE MOXKET BBIBECTU JIaHHBIC
JEHeXHbIe cpeAcTBa. Jlimsg »Toro ero yoOexngaloT B HEOOXOJWMOCTH BHECEHUS
JIOTIOJTHUTENIbHOM cyMMBI jieHer. Eciu Bl Bece-Taku pemmim 3apaboTaTh JaHHBIM BHIIOM,
TO CJenyeT urpaTh Ha TPOBEPEHHBIX OHpKax, a TaKkKe TMOJb30BaThCs YyCIyramMu
MIPOBEPEHHBIX JINII (OPOKEPOB), 3aHUMAIOIINUXCS JAHHOW JEATeIIbHOCTBIO. TaKkxKe clemyer
OCO3HaBaTh PHUCK TOTEPU CBOUX JICHEXKHBIX CpPEICTB TIPpU HUrpe Ha OHupKe,
WHBECTUPOBAHUHU, B TOM YHCJIE OU€Hb KPYITHBIX CYMM.



